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TIPS FOR CHILDREN

Jharkhand Police Mission
MAKING NETIZENS RESPONSIBLE & SAFE

-Raksha

TIPS FOR PARENTS

Cyber Security Guidelines

. DO NOT give out personal information such as your
address, mobile number, parents’ work address /
telephone number, credit card, debit card, internet
bank account or the name and location of your
school without your parents’ permission.

2. Tell your parents right away if you come across any
information that makes you feel uncomfortable. It is
not your fault if you get a message like that.

3. DO NOT send your photograph to any one on the
Net without initially checking with the parent or
guardian.

4. DO NOT respond to email, SMS or bulletin board
items that contain special offers/lotteries, dirty and
threatening messages.

5. Never agree to meet someone you ‘meet’ online
without first checking with your parents. If your
parents agree to the meeting, make sure that it is in
a public place and take your mother or father along.

6. Talk with your parents so that you can set up rules
for going online. Decide upon the time of day that
you can be online, the length of time you can be
online, and appropriate sites for you to visit. DO
NOT access other areas or break these rules.

7. DO NOT give out your Internet password (email,
bank account, facebook, twitter, orkut) to anyone
(even your best friend) other than your parents.
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For guidelines visit http://cdrc.jhpolice.gov.in
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Report cyber complaints at http://eSamadhan.jhpolice.gov.in
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1.

Think of the Internet as a real place. As your child grows, he
or she will go more places and do more things indepen-
dently. The Internet is another one of those places. It is rea-
sonable for you to know where your child is going on the
Internet and who he or she is hanging out with on the
Internet.

. Keep the computer in a place where you can easily guide

your child as he or she uses the Internet.

. Set clear rules and reasonable guidelines for Internet use.

Make sure everyone in the family knows the rules and keep
them written down near the computer.

. Remind your child not to share personal information, digital

pictures, or credit card
permission.

information online without your

. Keep alog of the web sites to which you and your child have

given personal information. The log should include the site
name, the address, the date you gave the information, and
the user name and password you used for that web site.

. Remember the saying “everything you read is not true”.

Anyone can develop a web site and may include incorrect
information on their site. Be very careful about trusting the
information you read online make sure it is from a reliable
source.

. People may pretend to be different than they really are in the

anonymous online world. If you decide to arrange a meeting
with someone you or your child has had contact with online,
take every precaution.

. Don’t open e-mails, files, or web pages sent to you from

people you do not know. Often, viruses are transmitted
through these attachments and may damage your computer
files if opened.

. If you become worried that your child or another child is in

danger, don’t hesitate to contact the authorities, such as
your local police department.

10Use the Internet with your child. Encourage your child to
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show you what he or she knows how to do online, whether
it's surfing sites, downloading music files, entering chat
rooms, instant messaging friends, or developing a web site.
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